
If email address 
has been signed 
up with social 
media account 
like google then 
throw an error 
saying “You 
already used this 
email to sign up 
with a social 
account. Please 
switch to social 
login or enter a 
new email 
address.

Logic to do API calls and check usage ?

What to allow in partial and Denial to accept ?

First Time Get  
First name, Last name, Email 
address from Google

If the user is on Free plan and they click on Buy Add-on, the 
user will see all the three plans on the plan details page. But 
the free plan would be disabled. User can only select 
Starter plan or Enterprise plan 

If the user is on Starter plan and they click on Upgrade Plan, 
the user will see all the three plans on the plan details page. 
But the free plan and the starter plan would be disabled. 
User can only select the Enterprise plan 

If User is already any plan and wishes to continue on the 
same plan then button should be RENEW

User Story 1.2 User has cancelled auto-renewal of plan and 
last active plan has expire�
�� User will get a pop-up message on the Odin website 

informing that the plan has expired and asking to Renew 
the pla�

�� User will also get an email informing that the plan has 
expired and asking to Renew the pla�

�� Also, on the Subscription and Usage Page user will get 
an option to Renew the pla�

�� Upon clicking Renew Plan button on mail or pop-up or 
Subscription and usage page, the user will be redirected 
to the Plan Details Pag�

�� The user will select the plan and purchase the pla�
�� The plan will be reflected on the User’s subscription and 

usage sectio�
�� User will also receive a renewal email informing them 

about their plan renewal

Api Document only for 
registered Users

�� Enterprise Plan – It is a customised plan. There are no 
fixed details on Enterprise plan�

�� When the user clicks on “Request a Quote” a pop-up 
open asking user to confirm if he wants the odin 
customer care team to reach out to hi�

�� When the user clicks confirm the pop-up closes and a 
toast message saying request successfully submitted is 
displayed.

�� API Keys. Upon clicking API Keys user lands on the API 
Key page. The following details are shown on the API 
Key page�

�� API Key Nam�
�� API Ke�
�� It will be encrypted. User can click on eye symbol to 

view the API Ke�
�� Copy icon- user can click on copy icon to copy the API 

Ke�
�� Date created – The date on which the API key was 

create�
�� Action�
�� Toggle – To enable or disable to API Ke�
�� Toggle in Enabled state – API key in enable�

��� Toggle in disabled state – API key is disable�
��� Delete - To delete the API Ke�
��� Upon clicking delete a pop-up box opens seeking user 

confirmation on deletion of API Ke�
��� User can click on Re0generate API Key to generate a 

new API Key�
��� The old API key will be replaced by the new API Ke�
��� At a time only one API key will be active and visible for 

the user profile.

�� Free plan – Upon clicking on free plan user gets a pop-
up message seeking confirmatio�

�� Upon confirming on the message, the user Free plan 
gets activated. The user is then redirected to the Odin 
search home page

�� Upon clicking there is a 5 second screen which shows 
the status as�

�� Account successfully created –In case of account 
verification is successfu�

�� The user then gets redirected to the Odin home pag�
�� Upon successful account creation, user also gets a 

welcome emaile�
�� Account verification unsuccessful – In case of account 

verification is faile�
�� The user then gets redirected to the Signup page

�� Only once the user has performance all the Sign Up 
mandatory steps will the Signup box gets enabled�

�� Upon clicking submit, user gets a message asking to go 
to his email address and confir�

�� User gets a Confirmation email on his email addres�
�� User goes to his email and clicks on “Click here to verify” 

button on the email received

�� User receives a pop-up upon exhausting 100 free 
request�

�� The restriction will be based on a single sessio�
�� In a session the same user cannot have more than 100 

free requests

ODIN Home Page Log in/ Sign Up
Free 

Usage 
check

Search
Free usage exhausted 

(Check according to system information)

Results Page

Free Usage Not Exhausted

Allow search 
activities

Check Usage

Usage is available

Sign up

Account does not exist

Forgot password Reset PasswordForgot Password email

Confirmation Mail

Sign up with 
Google

With every search check Usage

Summary CVE Details

CVE Details Pop 
Up

Profile

User/Edit User Change Password

Api Keys Regenrate API Key

Delete Account

Toast : API Key Regeneration Succesful

Toast : Success/Failure

Confirmation Pop 
Up

Account Deletion Successfull

Subscription and 
Usage 

(Show Current 
Usage)

Usage Exhausted : Renew / Buy

Free Plan

Starter Plan

Enterprise Plan

Confirmation

Yes

Show Plan details

Confirmation Email

Send Confirmation Email

�� On clicking paynow and user gets redirected to payment 
gatewa�

�� Upon successful payment completion the user is 
redirected to a screen message about successful 
account creation and then the user is redirected to the 
odin home page.

�� Please enter your current passwor�
�� Enter your new passwor�
�� Re-enter your new passwor�
�� Upon clicking change password button. User gets a 

message asking him/her to go to the email to confirm his 
passwor�

�� Upon clicking on “Reset password” button on the 
emailer the user gets redirected to Profile page�

�� In case of successful password reset user gets a 
message- Password successfully change�

�� The message will be in form of a “Toast message” with 
an option to close the messag�

�� In case of failure in password reset user gets a message 
– Password not changed. Try agai�

�� The message will be in form of a “Toast message” with 
an option to close the message

�� Delete Accoun�
�� User clicks on delete account button on Delete Account 

pag�
�� User gets a pop-up seeking confirmation on deletion of 

accoun�
�� User confirms on the pop-u�
�� User account is delete�
�� User gets redirected to the odin home pag�
�� User will again have to create his account to purchase a 

pla�
�� User gets an email informing them about the Account 

Deletion

Subscription 
Cancellation

Are you 
sure

Add On

�� User will get a pop-up message on the odin website informing that the API 
request quota is exhausted and asking him to buy Add-o�

�� User will also get an email informing that the API request is exhausting and asking 
to buy add-o�

�� Also, on the Subscription and Usage Page user will get an option to buy Add-o�
�� Upon clicking Buy Add-On button on mail or pop-up or subscription and usage 

page, the user will be redirected to the Add-on pag�
�� The user can choose amongst the add-on options available. The Add-on options 

available are�
�� 250 API request for 10 US�
�� 500 API requests for 20 US�
�� The Add-on API validity is withing the current plan tenure�
�� For eg. a user purchased the plan on 15-June and on 25th June bought Add-on. 

Then the user must use the Add-on API requests by 14-July (expiry of current 
plan�

��� After selecting the Add-on option, the user will be redirected to the payment page 
(Stripe�

��� The Add-on will reflect in the user’s subscription and usage pag�
��� The usage chart will show the increased API quot�
��� User will receive an email confirming about the Add-on purchase�
��� Pls Note this case exists only for Free and Starter plan and not for enterprise plan.

90% usage complete

Toast & Email

Billing Information 
Download Billing Information

Confirm 
Purchase

Payment 
Gateway(Stripe 

integration)
Yes

Toast : Successful / Failure

No

Enter Company 
Information

Toast : Request Submitted

Pricing PlanAbout Us

About Us

Blog

Blog

Dark Mode/Light 
Mode

Twitter

Terms Of Service

Youtube

Security Disclosure Policy
Privacy Policy

Contact USJobs

Header

Footer

Documentation  
About ODIN 

User Workflow 
Api Document

New Purchase / 
renewal

New Purchase Plan/Add 
on(Invoice will be sent PDF)

Renewal (Invoice will be sent PDF)

Enter Email 
password on 
google screen

Cookie Policy Pop 
Up

 Emailer

Hubspot 
Integration

Verify Email

On Boarding Page 
to take missing 

information 

�� If the account has been a part of ODIN db and has been 
deleted once and they are signing up again then 
following conditions needs to checked. 
a) Does the account have Free API Limit in the current 
time period . If yes then allow them to search. 
b) If account does not have free API Limit at the time of 
its deletion all usage had been exhausted. Then refresh 
connects from next month or Subscribe. 

If email 
already 
exists

Error “ Email Already 
exists. Please login”

If 
previously 

deleted

Confirmation 
POP “Do you 

wish to react��

No

Toast : Welcome Back

If signed up/
Log in with 

Google

Set 
password 
first time  

?

Yes

No

Set password

Yes

No Second time and later

Check 
email 

address

Validation successfulvalidation fail

Validation for Login

API Calls Validation

Cookie Policy

Google Sign up validation

Validations

Renewal User Story

Note

Enterprise Plan User Story

API Key User Story

Free Plan

Sign Up User Story

Usage Check User Story

Starter Plan

Reset Password User Story

Delete Account User Story

Add on Plan User Story

Deleted Account again Sign up

USer FLow


